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SUSPELCTED IRANIAN INFLUENCE OPERATION

Leveraging Inauthentic News Sites and Social
Media Aimed at U.S., UK., Other Audiences
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FIREEYE HAS IDENTIFIED a suspected influence
operation that appears to originate from lran,
aimed at audiences in the U.S., UK, Latin
America, and the Middle East. This operation is
leveraging a network of inauthentic news sites
and clusters of associated accounts across
multiple social media platforms to promote
political narratives in line with Iranian interests.
These narratives include anti-Saudi, anti-Israeli,
and pro-Palestinian themes, as well as support
for specific U.S. policies favorable to Iran,

such as the U.S.-lIran nuclear deal (JCPOA).
The activity we have uncovered is significant,
and demonstrates that actors beyond Russia
continue to engage in and experiment with
online, social media-driven influence operations
to shape political discourse.
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What Is This Activity?

Figure 1 maps the registration and content promotion
connections between the various inauthentic news sites and
social media account clusters we have identified thus far. This
activity dates back to at least 2017. At the time of publication of
this blog, we continue to investigate and identify additional social
media accounts and websites linked to this activity. For example,
we have identified multiple Arabic-language, Middle East-focused
sites that appear to be part of this broader operation that we do
not address here.

We use the term “inauthentic” to describe sites that are not
transparent in their origins and affiliations, undertake concerted
efforts to mask these origins, and often use false social media
personas to promote their content. The content published on the
various websites consists of a mix of both original content and
news articles appropriated, and sometimes altered, from other
sources.

PROMOTIONAL AND REGISTRATION CONNECTIONS BETWEEN SUSPECT IRANIAN INAUTHENTIC SITES AND SOCIAL MEDIA
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Figure 1. Connections among components of suspected Iranian influence operation.

blue = social media promotional activity
Black = registration overlaps




Who Is Conducting This Activity and Why?

Based on an investigation by FireEye Intelligence’s Information
Operations analysis team, we assess with moderate confidence
that this activity originates from Iranian actors. This assessment
is based on a combination of indicators including site registration
data and the linking of social media accounts to Iranian phone
numbers, as well as the promotion of content consistent with
Iranian political interests. For example:

* Registrant emails for two inauthentic news sites included in
this activity, ‘Liberty Front Press’ and ‘Instituto Manquehue,” are
associated with advertisements for website designers in Tehran
and with the Iran-based site gahvare[.Jcom, respectively.

* We have identified multiple Twitter accounts directly affiliated
with the sites, as well as other associated Twitter accounts,
that are linked to phone numbers with the +98 Iranian
country code.

* We have observed inauthentic social media personas,
masquerading as American liberals supportive of U.S. Senator
Bernie Sanders, heavily promoting Quds Day, a holiday
established by Iran in 1979 to express support for Palestinians
and opposition to Israel.

We limit our assessment regarding Iranian origins to moderate
confidence because influence operations, by their very nature,
are intended to deceive by mimicking legitimate online activity
as closely as possible. While highly unlikely given the evidence
we have identified, some possibility nonetheless remains that

the activity could originate from elsewhere, was designed for
alternative purposes, or includes some small percentage of
authentic online behavior. We do not currently possess additional
visibility into the specific actors, organizations, or entities behind
this activity. Although the Iran-linked APT35 (Newscaster) has
previously used inauthentic news sites and social media accounts
to facilitate espionage, we have not observed any links to APT35.
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Broadly speaking, the intent behind this activity appears to

be to promote Iranian political interests, including anti-Saudi,
anti-Israeli, and pro-Palestinian themes, as well as to promote
support for specific U.S. policies favorable to Iran, such as the
U.S.-Iran nuclear deal (JCPOA). In the context of the U.S.-focused
activity, this also includes significant anti-Trump messaging

and the alignment of social media personas with an American
liberal identity. However, it is important to note that the activity
does not appear to have been specifically designed to influence
the 2018 US midterm elections, as it extends well beyond US
audiences and US politics.

Conclusion

The activity we have uncovered highlights that multiple actors
continue to engage in and experiment with online, social media-
driven influence operations as a means of shaping political
discourse. These operations extend well beyond those conducted
by Russia, which has often been the focus of research into
information operations over recent years. Our investigation also
illustrates how the threat posed by such influence operations
continues to evolve, and how similar influence tactics can be
deployed irrespective of the particular political or ideological
goals being pursued.



THREAT DETAIL

The following sections detail the components of this
operation, how they are linked, and why we suspect
Iranian actors to be responsible. Again, given that this
type of activity is meant to deceive and blend in with
legitimate activity, some possibility remains that the
activity could originate from elsewhere, was designed
for alternative purposes, or includes some small
percentage of authentic online behavior.
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Liberty Front Press

“Liberty Front Press” (libertyfrontpress.com) describes itself as an “independent media
organization... comprised of independent journalists, activists, and anyone who wants to
shape the direction of our world toward a better future.” Liberty Front Press publishes
primarily political news stories related to the U.S., and language used by social media
accounts affiliated with the site portray it as operated by individuals based in the United
States. Much of the content on the site has been appropriated from other sources,
including Politico, RawStory, and CNN. Content that appears to be original to the Liberty
Front Press site contains poorly written English. At the time of writing, the Liberty Front
Press website has not published any new content since June 18, 2018 (over 60 days).

Aiberty Front Press
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Figure 2. Liberty Front Press main page.
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E—‘&) Site Registration History
and Connections

* The libertyfrontpress.com domain was
registered on May 1, 2017, using the
email address majazi.1392@live.com.
On May 20, 2017, the registrant email
was changed to libertyfrontpress@mail.
com, and an individual named “Alton
Ryan,” purportedly located in San Jose,
California, was listed as the site owner.

¢ The majazi.l392@live.com email
address is associated with several
advertisements for website designers in
Tehran from 2014 (Figure 3).

¢ Historical Whois records show that in
September 2014, the majazil392@live.
com email address was also used to
register the domain yemenshia.com, a
news site active in 2014 and 2015 that
provided political news analysis on Iran,
Yemen, Saudi Arabia, Iraq, Lebanon,
and Bahrain.
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Figure 3. Sample advertisement associated with
the email address majazi1392@live[.Jcom.

* The yemenshia.com registrant email was itself changed in October 2014 to
kavehkhaleghi@hotmail.com, which was also used to register the Persian-
language website gahvare.com in August 2015. The gahvare.com site promotes
Shiite Islam, and is titled “Followers of Hazrat Ali Asghar” (Uial e &jas cin),

a reference to a Shiite religious figure who died in the Battle of Karbala

in 680 AD. Gahvare.com can also be linked to the Latin America-focused
inauthentic news site institutomanqguehue.org via the registration email
address institutomanquehue@gmail.com, which was listed as the gahvare.com
registrant email between August 2014 and August 2015, prior to it switching to
kevehkhaleghi@hotmail.com (see section “Instituto Manquehue”).

Table 1. Liberty Front Press-affiliated Twitter accounts.

Current Account Name Current Display Name Previous Account Name Previous Display Name Creation Date Listed Location Linked Phone
Number
Country Code
@berniecratss Berniecrats @libertyfrontpr liberty front press 4/15/2017 United States +98
@riseagainstr RiseAgainstTheRight @libertyfrontp liberty front press 4/15/2017 California, USA +98
@PalestinianRes Palestinian Resistance @LFPressPalestin LFPressPalestine 5/28/2017 United States +98
@LFPressYemen LFPressYemen N/A N/A 5/28/2017 United States +98
@LFPressSyria LFPressSyria N/A N/A 5/30/2017 United States +98
@LFPressVenezuel LFPressVenezuela N/A N/A 5/31/2017 N/A +98
@lfpressargentin LFPress Argentina N/A N/A 5/31/2017 N/A +98
@LFPressBahrain LFpressBahrain N/A N/A May 2017 United States Unknown
(day unknown -
suspended
as of June 2018)
@VoiceofQuds Voice of Quds @QudsPalestine Palestine.mylove 9/3/2017 East Palestine, OH  +98
@LFPressBahrin LFPressBahrain N/A N/A 7/13/2018 Bahrain None
@LFPressQatar LFPressQatar N/A N/A 7/13/2018 Qatar None

(Suspected Affiliation
- No Overt Affiliation
Displayed)




Liberty Front Press Affiliated
Social Media Accounts; Some
Rebranding as American Liberals

Liberty Front Press has maintained social
media accounts on multiple platforms,
including Twitter, Facebook, Instagram,
Google Plus, and YouTube (Table 1and 2).
On Twitter, we have identified at least 11
accounts that at some point have claimed—
or implied via use of the site’s imagery or
links to the site—affiliation with Liberty
Front Press; however, some of these have
since dropped these direct affiliations and
rebranded. Most of these Twitter accounts
are linked to phone numbers with the
Iranian +98 country code, despite listing
their locations as being within the U.S. Many
were created on the same day as at least
one other account.
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Table 2. Other Liberty Front Press-affiliated social media accounts.

Platform Name URL
Facebook Liberty Front Press https://www.facebook.com/LibertyFrontPress/
Facebook Berniecratss https://www.facebook.com/Berniecratss-411835119323408/
Instagram berniecratss https://www.instagram.com/berniecratss/
(formerly liberty_ (formerly https://www.instagram.com/liberty_front_
front_press) press/)
Instagram Ifpressargentina https://www.instagram.com/Ifpressargentina/
Instagram Ifpressbahrain https://www.instagram.com/Ifpressbahrain/
Instagram palestine.mylove https://www.instagram.com/palestine.mylove/
Instagram Ifpressyemen https://www.instagram.com/Ifpressyemen/
Instagram Ifpress.venezuela https://www.instagram.com/Ifpress.venezuela/
Instagram Ifpress.syria https://www.instagram.com/Ifpress.syria/
Google+ liberty front press https://plus.google.com/101229326245579916098
YouTube liberty front press https://www.youtube.com/channel/

UCTAwW7vhKcLzuWgj6aFk2TWQ
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Liberty Front Press
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Figure 5. Facebook, Instagram, YouTube, and Google+ Liberty Front Press accounts.

Most of the Liberty Front Press site’s affiliated social media
accounts appear orientated toward particular countries or regions.
Of the accounts focused on the Middle East, for example, three

of the Twitter accounts we have identified focus on Palestinian
themes, and others are focused on Yemen, Syria, Bahrain, and
potentially Qatar (suspected affiliation only). These accounts have
pushed content in line with Iranian interests. For example:

* The @LFPressBahrin Twitter account, seemingly created in
response to the suspension of the @LFPressBahrain account,
lists libertyfrontpress.com as its website and has expressed
support for the Shiite opposition in Bahrain.

* The @lfpressargentin Twitter account retweeted a @
berniecratss (formerly @libertyfrontpr) tweet linking to a video
on comments by the head of Iran’s Quds Force, Major General
Qassem Soleimani, in response to a Donald Trump tweet
regarding Iran.

« Multiple regionally focused Liberty Front Press Twitter accounts
have retweeted content from the original affiliated Twitter
accounts (@libertyfrontpr and @libertyfrontp) that contained,
for example, anti-Saudi, anti-Israel, pro-Palestine, and anti-
Trump sentiments.
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Figure 6. Liberty Front Press-affiliated Twitter accounts @libertyfrontpr and @libertyfronp switch personas to @berniecratts and @
riseagainstr, respectively.

The site’s original Twitter accounts, @libertyfrontpr and @ in username; however, previously, some of @libertyfrontpr’s
libertyfrontp, began tweeting content in April 2017 that included tweets linked to an article posted to the Liberty Front Press
American-themed material, such as photographs of the Statue of website that described Sanders as “an accessory to terror
Liberty. The two accounts, which linked to the Liberty Front Press at the Gaza border,” suggesting that the @libertyfrontpr/@
website in their bios, also used language to suggest U.S. origins, berniecratss account has not always been supportive of the
such as the use of “our country” in reference to the United States. senator (Figure 7). Additionally, the interface language for
In mid-July 2018, we observed these two accounts drop their the account, while previously set to English under the @
direct affiliation with Liberty Front Press and rebrand under the libertyfrontpr account name, was recently changed to Farsi
pretense of being operated by American liberals. (Persian) following the account name change.

* @libertyfrontp changed its account name to @riseagainstr

. libertyfrontpr changed its account name to @berniecratss . ) . .
@ Y P 9 @ (display name: “RiseAgainstTheRight”).

(display name: “Berniecrats”) and changed its profile and

header images to those promoting the elections of individuals * We also observed that Liberty Front Press’ main Instagram
aligned with U.S. Senator Bernie Sanders. The account’s header account (originally named “liberty_front_press”) was renamed
image also incorporated a picture of the Senator. The account “berniecratss,” and that on July 22, 2018, a “berniecratss”

published tweets in support of Sanders following the change Facebook page was also created.
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Table 3. Top 10 hashtags used by the previously Liberty Front Press-affiliated Twitter accounts @berniecratss and @riseagainstr.

@libertyfrontpr/@berniecratss
(Sample: June 3 - July 31, 2018)

@libertyfrontp/@riseagainstr
(Sample: June 7 - July 31, 2018)

#Trump
#InternationalQudsDay2018

#Resist

#StopTrump
#NotMyPresident
#EuropeanQudsPlatform
#QudsDay4Return
#VoteBlue2018

#US

#LockHimUp

A review of hashtags promoted by the
@libertyfrontpr/@berniecratss and @
libertyfrontp/@riseagainstr Twitter
accounts from recent samples of 1,000
tweets from each account reveals that
both accounts heavily promoted Quds
Day, a holiday established by Iran in

1979 to express support for Palestinians
and opposition to Israel that takes

place on the last day of Ramadan, and
also tweeted general opposition to

the Trump administration (Table 3). In
July 2018, two other Palestine-focused
Liberty Front Press-affiliated accounts,
@LFPressPalestin and @QudsPalestine,
changed their account names to @
PalestinianRes (display name: “Palestinian
Resistance”) and @VoiceofQuds (display
name: “Voice of Quds”), respectively.
Collectively, pro-Palestine, anti-Israel,
anti-Saudi and anti-Trump themes appear
to be common across most of the Liberty
Front Press-affiliated social media
accounts, irrespective of their purported
regions and areas of focus.

#InternationalQudsDay2018
#QudsDay4Return
#FreePalestine
#SavePalestine
#QudsDay2018

#Trump

#Deletelsrael

#StopTrump

#Resist

#NotMyPresident

-4 Berniecrats
@berniecratss

N
Follow ] ~
>

(/

Bernie Sanders: An Accessory to Terror at
the Gaza Border

s

s Bernie Sanders: An Accessory to Terror at the Gaza Border
The Gaza border conflict is being fought on two battlefields
simultaneously. One is the battle at the border fence, where the
aggressors use Molotov cocktails, pipe bombs, rocks, slingsh...

[ ]

libertyfrontpress.com

12:23 PM - 26 May 2018

2 Retweets 14 Likes o O . é Q;.:‘ 7?' efﬁ 9 9

Figure 7. @berniecratss Twitter Account Previously Promotes Liberty Front Press
Content Critical of Bernie Sanders (Originally Tweeted Under the Account Name @
libertyfrontpr).
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Liberty Movement

We have identified a set of “Liberty
Movement”-branded social media
accounts (Table 4) promoting not

only Liberty Front Press, but also the
inauthentic news sites US Journal
(usjournal.net) and Real Progressive
Front (rpfront.com), as well as social
media accounts related to those sites
(see sections “US Journal” and “Real
Progressive Front”). These accounts

use the same logo as Liberty Front
Press in their profile pictures (Figure

8) and appear to push similar content
and narratives consistent with Iranian
political interests. The Twitter account
@LibMovementl is linked to a phone
number with the +98 Iranian country
code—despite listing its location as Dallas,
Texas, and was created on April 26, 2017,
11 days after the creation of the original
Liberty Front Press Twitter accounts, @
libertyfrontpr and @libertyfrontp. The
Twitter account @PalestinianLM (display
name: “Palestinian Liberty Movement”),
was created on Feb. 23, 2018, and is also
linked to a phone number with the +98
Iranian country code—despite listing its
location as the United States.

4
.
~—

Liberty Movement

O

Liberty Movement

4500 3558 43 1

Tweets & replies  Media

- Uiberty Mavement

Figure 8. “Liberty Movement”-branded Twitter, Facebook, Instagram, and YouTube

accounts.

Table 4. “Liberty Movement”-branded social media accounts.

Platform Name URL
Twitter @LibMovement1 https://twitter.com/LibMovement1/
Twitter @PalestinianLM (formerly @LMPalestine) https://twitter.com/usresistancel
(formerly https://twitter.com/LMPalestine)
Facebook Liberty Movement https://www.facebook.com/LibertyMovement0/
Instagram libertymovementO https://www.instagram.com/libertymovement0Q/
YouTube Liberty Movement https://www.youtube.com/channel/UCRKMNZHuKue72EbPUu3tM7g/




Unaffiliated Twitter Accounts
Posing as Americans Promoting
Liberty Front Press

In addition to the social media accounts
affiliated with Liberty Front Press,

we have identified a network of at

least 32 Twitter accounts, some with
corresponding Instagram or Facebook
accounts, that we assess with moderate
confidence were created to promote the
site (Table 5). These accounts, purporting
to be Americans, do not claim affiliation
with Liberty Front Press, but appear to
primarily like and retweet Liberty Front
Press material while publishing some
original content of their own. The original
tweets we have observed from these
accounts have often consisted of poorly
written English. Multiple accounts have
also tweeted identical original messaging
simultaneously (Figure 10). Many of the
accounts follow and are followed by each
other, and they also follow the Liberty
Front Press-affiliated Twitter accounts
discussed previously. Five of the accounts
are linked to phone numbers with the +98
Iranian country code.

These accounts, created since July
2017, use profile pictures appropriated
from various online sources, including
photographs of individuals found in
student and employee biographies on
various websites. The accounts have
similar user descriptions, with many
listing a one-word profession such as
“journalist” or “lawyer.” Most of the
accounts list a U.S. state or city as their
location. The corresponding Instagram
and Facebook accounts we have
identified have few to no visible posts.
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Figure 10. Multiple “Unaffiliated” Liberty Front Press Twitter accounts have tweeted
identical original messaging simultaneously.

Additionally, we have observed Liberty Front Press-affiliated, Liberty Movement-
affiliated, and “unaffiliated” Liberty Front Press accounts promote material from the
Iranian media organization Quest 4 Truth (Q4T), which has been linked to the Iranian
state-owned media organization Press TV. Q4T material promoted by Liberty Front

Press-affiliated and unaffiliated accounts has included anti-Trump messaging, as well as

posts promoting Quds Day.
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Table 5. “Unaffiliated” Twitter accounts promoting Liberty Front Press.

Twitter Account Display name Creation Listed Location Linked Identified Corresponding Instagram/
Name Date Phone Number Facebook Accounts
Country Code

@nickjac35517487 Nickjackson 6/26/2018 live in US, Ohio, Cleveland +98 N/A

@zarasmi75452578  zarasmith 6/26/2018 Ohio, USA None N/A

@sheliaosburne sheliaosburne 6/21/2018 live in US, Alabama None N/A

@jacksmi06053938  jack smith 6/13/2018 Fremont, CA None N/A

@Tomjohn14125178 Tomjohnson 6/12/2018 Texas, USA None N/A

@michele83998016  Michele 6/9/2018 San Francisco, CA +98 N/A

@NICOLAT67691218 NICOLATURNER 5/24/2018 live in TEXAS, DALAS None N/A

@elizagorden elizagorden 5/12/2018 California, USA None N/A

@AMideltun Anna Mideltun 5/12/2018 California, USA +98 N/A

@carpenterjoe5 Joe Carpenter 1/10/2018 Pennsylvania, Philadelphia None N/A

@emilyhoffman021 Emily Hoffman 1/10/2018 California, Los Angeles +98 N/A

@davidja75179613 David James 1/9/2018 Chicago +98 N/A

@MichailGilbert Michael Gilbert 1/9/2018 Pennsylvania, Pittsburgh None https://www.instagram.com/michail.gilbert/

@NinaHanderson Nina Handerson 1/9/2018 Texas, San Antonio None N/A

@jennifersm1th1 Jennifer Smith 1/8/2018 Florida, Orlando None N/A

@juliala36325998 julia lambert 12/30/2017 Arizona, Phoenix None https:/www.instagram.com/iulialambert/

@annawillson1695 Anna Willson 12/30/2017 New York City None https://www.instagram.com/
annawillson1695/

@jOnsonm mike jonson 12/30/2017 Atlanta None https://www.instagram.com/jOnsonm/

@daniilsanderson daniel anderson 12/30/2017  Washington, Seattle None https://www.instagram.com/
daniilsanderson/

@alekjacksun alex jackson 12/30/2017 Oregon, Portland None N/A

@Jack50Jonathan jack jonathan 8/10/2017 Atlantic City, NJ None https://www.instagram.com/jonathan.
jack500/

(@BitaBergius Bita Bergius 8/1/2017 Fremont, CA None https://www.facebook.com/bita.bergius.7

@IlnariAlesia Alesia Inari 8/1/2017 NJ None https://www.instagram.com/inari.alessia/

@sal_zapatero Salkko Zapatero 8/1/2017 Mountain View, CA None https://www.facebook.com/salkko.
zapatero.5

@chaknavarian daniel chaknavarian  7/29/2017 Tabriz None https://www.instagram.com/chaknavarian/

@gellyclark gellyclark 7/12/2017 N/A None https://www.instagram.com/gellyclark/

@noahgorman3989 noahgorman 7/9/2017 N/A None https://www.instagram.com/
noahgorman3989/

@tedvalovits tedvalovits 7/8/2017 N/A None https://www.instagram.com/ted.valovits/

@ricktims1414 ricktims 7/6/2017 N/A None https://www.instagram.com/rick.tims/

@jessvartris jessvarris 7/6/2017 N/A None https://www.instagram.com/jessvarris/

@amygaleki amygaleki 7/6/2017 United States None https://www.instagram.com/amy.galeki/

@mathewviky1625 mathewviky 7/6/2017 United States None https://www.instagram.com/mathew.viky/
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US Journal

“US Journal” (usjournal.net) describes itself as “a genuinely independent online media outlet

dedicated to strengthening and supporting independent journalism, and to improving the public’s

access to independent information sources.” The website prominently features material pertinent to
Iranian interests; for example, the site’s “Around The World” section, situated prominently at the top
of the homepage, displays subsections titled “Yemen Crisis,” “Syrian Civil War,” “Bahrain Revolution,”

and “Palestinian Cause.”
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Unprecedented Lack of
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40 Activists From
Around the World
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Moscow's
Ambassador to
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Missile System in
Asia”

North Korea to
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Missile Testing Site,
a Win for Trump?!

Islamic Emirate
Spokesman Reacts
to American General
Nicholson’s Remarks

Figure 11. US Journal main page.
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S

Site Registration History
and Connections

usjournal.net was initially registered
in 2013 using the email address
usjournal@hotmail.com.

On Aug. 7, 2017, registrant information
was changed to the email address
usjournal@mail.com, with the domain
allegedly being registered by an
individual named “Amanda Kor” in
Palo Alto, California. We identified

a Facebook profile for Amanda

Kor (https://www.facebook.com/
amanda.kor.7) that has promoted
material from US Journal, Liberty
Front Press, criticschronicle.com

(see section “Critics Chronicle”), and
institutomanquehue.org (see section
“Instituto Manquehue”), as well as
from additional sites and social

media accounts that we continue to
investigate as potentially related to
this broader set of influence activity.
Additionally, the “likes” of the “Amanda
Kor” Facebook page include Facebook
pages for Liberty Front Press, Liberty
Movement, several Real Progressive
Front pages, and Critics Chronicle (see
sections “Real Progressive Front” and
“Critics Chronicle), in addition to other
pro-Palestinian pages.

As of July 3, 2018, registrant
information for the usjournal.net site
was no longer available.

US Journal-Affiliated Social Media
Accounts and Personas

US Journal has maintained social media accounts on Twitter, Facebook, and Instagram
(Table 6). The site’s official Twitter account was created on Aug. 19, 2017, and lists
California, USA, as its location, but it is linked to a phone number with the +98 Iranian
country code. While the US Journal Facebook page does not appear to have posted any
content since March 2018, the Instagram account continued to post content recently.
Liberty Front Press-affiliated Twitter accounts including @riseagainstr, @berniecratss,
@PalestinianRes, @LFPressSyria, and @LFPressYemen, the Liberty Movement-branded
Twitter account @PalestinianLM, and some of the “unaffiliated” Liberty Front Press social
media accounts purporting to be Americans, have all also promoted articles published
on usjournal.net. Likewise, the US Journal-affiliated Twitter accounts @USJOURNALO
and @BethTacher (see below) have both promoted tweets by the Liberty Movement-
branded Twitter accounts @LibMovementl and @PalestinianLM, as well as content from
Real Progressive Front (see below), demonstrating notable promotional overlap between
the various clusters of activity. @BethTacher has also promoted messaging from the
Iranian media organization Q4T.

Table 6. US Journal-affiliated social media accounts.

Platform Name URL

Twitter @USJOURNALO https://twitter.com/USJOURNALO
Facebook US Journal https://www.facebook.com/usjournal0/
Instagram usjournalO https://www.instagram.com/usjournal0/

Tweets  Tweots & roplies

US Journal

S Jownal

usjournal0 (2253

WS8posts 1,758 folowers 1,823 folowing

US Journal
Wirre writers, Activists. Roal change ks possible anly f enaugh wel-informad, wes
intentionad snd st plain fed up

Visit our website

usiournal.net

BIGGEST MISTAKE [ = IR

2

el

A
W b L
Did you know:

i

INAMERICAN HISTORY

Figure 12. US Journal-Affiliated Twitter, Facebook, and Instagram Accounts.
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cut thare. kilkng
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Figure 13. US Journal purported writer Twitter accounts @Bethtacher and @LiamJayCampbell.

Prior to July 2018, usjournal.net listed three individuals as writers
for the site. One of these appears to be a genuine individual
working as a translator and freelance journalist, based on her
social media history and internet presence. However, we have
seen indications that the two other journalists listed at that time
may be fabricated personas created to promote US Journal
material:

* The “Liam Jay Campbell” persona claims to be “a journalist
and English MA graduate from Sacramento” and claims
to have attended California State University. The persona
maintains a Twitter account (@LiamJayCampbell) that was
created on Dec. 13, 2017, as well as a Reddit account (https://
www.reddit.com/user/liamjaycampbell) that has been used
to post both political and apolitical content, including two
usjournal.net articles: an article on a GOP Senate candidate

* The “Elizabeth Tacher” persona’s Twitter (@BethTacher) and and an article on the war in Yemen. The @LiamJayCampbell

usjournal.net profile pictures are taken from a French actress.

The persona also has a Facebook page (https:/www.facebook.

com/elizabeth.tacher.988) that lists US Journal and Liberty
Movement pages among its favorites, along with several pages
advocating for the impeachment of U.S. President Trump.

The @BethTacher Twitter account was created on March 3,
2018, lists its location as Mexico, and is not linked to a phone
number.

Twitter account is linked to a phone number with the +98
Iranian country code. @LiamJayCampbell has published only
a handful of tweets, most of which have expressed opposition
to U.S. Republicans and support for Democrats. One tweet,
however, reported on a call for the suspension of Saudi Arabia
from the UN Human Rights Council by two UK human rights
lawyers, and linked to a usjournal.net article on the lawyers’
request.
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Figure 14. Tweet activity distribution for @USJOURNALO (left) and @BethTacher (right)

(Source: tweets_analyzer by xOrz (GitHub link)).

In late July 2018, we observed the addition of four authors to US
Journal’s roster as listed on its website, all of whom appear to

be genuine individuals. While at least one author has tweeted
about his featured work on US Journal and Real Progressive
Front (see section “Real Progressive Front”), it is unclear whether
the remaining listed authors are aware that their work has been
featured on usjournal.net and that their names and bios are listed
on the site.

Using the open-source tool “tweets_analyzer” by xOrz (GitHub
link) to examine the activity patterns of the US Journal-affiliated
Twitter accounts, we observed that the @USJOURNALO and

@BethTacher accounts were relatively quiet on Thursdays and
Fridays—days that correspond with the Iranian weekend—but
were very active on Tuesdays and Wednesdays, and to a lesser
extent, Saturdays (Figure 14). Content published by these two
accounts has generally consisted of links to usjournal.net articles
and political material opposing U.S. President Trump. However,
the accounts have also tweeted on topics more clearly pertinent
to Iran; for example, as of July 27, 2018, @USJOURNALOQ’s most
tweeted hashtag was #Arbaeen, in reference to a Shiite religious
holiday.


https://github.com/x0rz/tweets_analyzer
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Real Progressive Front

“Real Progressive Front” (rpfront.com) describes itself
as “a progressive NGO that aims to support people’s
movements for freedom, peace and justice, reaffirm civil
rights and reduce the influence of money in politics—
among other things—through a government of the
people, by the people and for the people.” The rpfront.
com website publishes political news stories pertaining
primarily to the U.S. and Middle East, including both
plagiarized and original content. This content reflects
narratives in line with Iranian political stances. For
example, articles featured on the site have included op-
eds protesting a new lIsraeli law declaring Israel to be “the

historic homeland of the Jewish people... [who] have the
exclusive right to national self-determination in it” and
pieces depicting the Trump administration negatively,
such as those criticizing the administration’s immigration
policies. Real Progressive Front claims to employ some
of the same individuals as US Journal, and site content
includes some material authored by genuine individuals.
While the site’s primary Twitter account, @RPFront, lists
its location as the United States, additional social media
accounts affiliated with the site focus on the UK, Saudi
Arabia, Palestine, Bahrain, and Syria.

‘ W(@v)&eﬂw%

Search... m L ‘F

HOME U.s WORLD POLITICS SOCIAL JUSTICE

HUMAN RIGHTS

INTERVIEWS

23 July 2018

Twitter Users Troll Trump By
Using His All-Caps Words On
Iran To Air Their Own
Grievances

"NEVER, EVER LEAVE THREE WEEK
OLD YOGURT IN THE FRIDGE AGAIN
OR YOU WILL SUFFER
CONSEQUENCES THE LIKES OF
WHICH FEW THROUGHOUT HISTORY
HAVE EVER SUFFERED BEFORE"

Figure 15. Real Progressive Front main page.
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ES

Site Registration History
and Connections

The rpfront.com website was registered
on May 8, 2017, using the email address
realprogressivefront@gmail.com. The
domains rpfront.org and rpfront.us
were also registered using this email.
The registrant name provided was
“realprogressive front,” and the address
provided—a street in Houston, Texas—
appears to have been falsified based
on an incorrect ZIP Code. The phone
number provided did not have the
appropriate number of digits for a U.S.
phone number.

In January 2018, registrant information
for rpfront.com was changed, listing
an individual with the name “reyaz ali,
an address in “Jammu and Kashmir,”
and an Indian phone number, although
the registered email address was not
changed.

»

As of July 5, 2018, registrant
information for the site became
unavailable

Real Progressive Front-Associated
Social Media Accounts

We identified numerous social media accounts associated with Real Progressive Front
across Twitter, Facebook, Instagram, and Google+ (Tables 7 and 8). On Twitter, we

have identified seven accounts; while all but one of these do not directly list rpfront.
com as their website, they tweet primarily rpfront.com material and retweet other Real
Progressive Front accounts. The display names and bios of these accounts also self-
identify as some variation of “Progressive Front,” and all of the accounts were created
either shortly before, or shortly after, rpfront.com’s registration, with the exception of @
RPFront, which was created on May 1, 2013. This specific account’s observable history,
however, suggests that it did not start tweeting until May 21, 2017, and it is possible the
account used a different name prior to this date. All of the identified Twitter accounts are
linked to phone numbers with the +98 Iranian country code.

Similar to the social media accounts affiliated with Liberty Front Press, most of the Real
Progressive Front-associated social media accounts have adopted branding related to
specific geographies, including the U.S., Britain, Saudi Arabia, Palestine, Bahrain, and
Syria. Most of the Real Progressive Front-associated accounts also use similar imagery of
a raised fist against various backdrops for their profile (and often header) pictures, while
some use an image of a bird or other images (Figures 16 and 17).

Table 7. Real Progressive Front-associated Twitter accounts.

Twitter Account Display name Twitter Bio Creation Listed Registered
Name Date Location Phone Number
Country Code

@RPFront RealProgressiveFront  “RPFront” is an NGO aims to support people’s 5/1/2013 United +98

movements 4 #freedom,#peace & #justice, States

reaffirm civil rights and reduce the influence of

money in politics #Resist
@PF2035 PF_USA American Progressive Front 4/29/2017 N/A +98
@PBF_Britishi(@PBF_  PBF_British British Progressive Front 6/9/2017 N/A +98
British suspended)
@PSF_SaudiArabia PSF_SaudiArabia N/A 6/9/2017 N/A +98
@PPF_Palestine PPF_ Palestine The Patriotic Palestinian Front is an NGO with 3/1/2017 N/A +98

the purpose of the “liberation of #Palestine”

from the river to the sea https://t.co/DnKu7IvIi20
@PBF_Bahrain PBF_Bahrain N/A 6/2/2017 N/A +98
@SyriaPsf PSF_Syria N/A 5/20/2017 N/A +98
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Figure 16. Real Progressive Front-associated Twitter accounts.

Table 8. Real Progressive Front-associated Facebook, Instagram, and Google+ accounts.

Platform Name URL

Facebook Real Progressive Front https:/www.facebook.com/RPFront/

Facebook Progressive Front (American Progressive Front) https://www.facebook.com/AmericanProgressiveFront/
Instagram progressivefront (Progressive Front) https:/www.instagram.com/progressivefront/
Instagram british_progressive_front (British Progressive Front) https:/www.instagram.com/british_progressive_front/
Instagram pbf_british (PBF British) https:/www.instagram.com/pbf_british/

Facebook The British Left https://www.facebook.com/BritishProgressiveFront
Facebook British Progressive Front https://www.facebook.com/theBritishProgressiveFront/
Instagram ppf_palestine (Patriotic Palestinian Front) https:/www.instagram.com/ppf_palestine/

Facebook Patriotic Palestinian Front https:/www.facebook.com/PatrioticPalestinianFront
Instagram pbf_bahrain (Patriotic Bahrain Front) https://www.instagram.com/pbf_bahrain/

Instagram psf_syria (Patriotic Syrian Front) https:/www.instagram.com/psf_syria/

Google + Real Progressive Front https://plus.google.com/118371566763986476941
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Figure 17. Sample Real Progressive Front-associated Facebook, Instagram, and Google+ accounts.

A Facebook page called “British Progressive Front” (https:/www.
facebook.com/theBritishProgressiveFront/), while sharing only

a name in common with other “Progressive Front” pages, links

to the Manqueuhue Institute for Strategic Studies website in its
‘About’ section (see section “Instituto Manquehue™).

A Facebook page called “The British Left,” which shares imagery
in common with other “Progressive Front” pages, links to a
website also called “The British Left” (britishleft.com) in its
“About” section (see subsection “The British Left”).

Liberty Front Press/Liberty Movement-affiliated Twitter accounts,
including @VoiceOfQuds and @PalestinianLM, have recently
promoted rpfront.com material.
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Table 9. Top Ten Hashtags Used by Each Real Progressive Front-associated Twitter account (For accounts with fewer than 1,000 total
tweets, all tweets were reviewed).

@RPFront @PF2035 @PBF_British1 @PSF_ @PPF_Palestine @PBF_Bahrain @SyriaPsf
(Sample: 02/08/18- (Sample: (Sample: SaudiArabia (Sample: 11/13/17- (Sample: (Sample:
07/31/18) 09/03/17- 06/09/17- (Sample: 07/31/18) 06/02/17- 05/20/17-
07/30/18) 07/30/18) 06/09/17- 07/26/18) 07/30/17)
07/30/18)
#Trump #Trump #JeremyCorbyn  #SaudiArabia #FreePalestine #Bahrain #Syria
#fucktrump #US #UK #Yemen #Palestinian #Bahraini #ISIS
#israel #DonaldTrump #TheresaMay #Saudi #lsrael #AhlulBayt #US
#notmypresident #lmpeachTrump #Brexit #lsrael #Palestine #lsrael #lraq
#impeachtrump #NotMyPresident #Corbyn #US #Gaza #SaudiArabia #USA
#impeachTrump #USA #London #SaudiaArabia #lsraeli #Bahrainis #Syrian
#Syria #TrumplsAMoron #Britain #AhlulBayt #QudsDay4Return #BahrainUprising #AhlulBayt
#NRA #ISIS #British #USA #GreatReturnMarch #HumanRights #Kurdistan
#ISIS #DumpTrump #Labour #YemenCrisis #QudsCapitalOfPalestine  #US #SyrianArmy
#Donald_Trump #Impeach45 #lsrael #NoWarlnYemen #Palestinians #SheikhlsaQassim  #lsrael

A review of the top hashtags used in samples of the most recent
1,000 tweets from each of the Real Progressive Front-associated
Twitter accounts illustrates their emphasis on promoting region-
relevant political content (Table 9). Additionally, as with Liberty
Front Press and US Journal-affiliated accounts, Real Progressive
Front-affiliated Twitter accounts have promoted material from
Q4T promoting Quds Day, including messaging with Quds Day-
related hashtags.
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The British Left

We believe that the site “The British Left” (britishleft.com) is affiliated with
Real Progressive Front based on social media promotional activity and
overlaps in naming conventions and imagery. The British Left describes itself
as “a non-governmental news organization completely independent of any
advertisers, funders, companies, political organisations, or political parties.”
Content on the site again appears to align with Iranian political interests. For
example, an article titled “Saudi Arabia executes and crucifies a man while
attacking human rights violations in Canada,” is illustrative of anti-Saudi
narratives promoted by the site.

THE BRITISH LEFT

"We Are The Crisis

World ~ UK. Politics Opinion Human Rights Video Comedy About Us

This page isn't available AUGUST I8, 2018

The link you followsd may be broken, or the page may have besn remor

FROM HIS PARTY

Figure 18. The British Left Main Page.




* The site britishleft.com was registered on Aug. 30, 2017, under
the name Alfonso Zayas and using the email Alfonso.zayas@
mail.com. The registered address, a location in Sheffield,

UK, appears to be a residential building. As of July 16, 2018,
registrant information for the site was no longer available.

”

* The website’s “About US” section describes an “Alfonso Zayan
as its founder and editor-in-chief. Notably, this last name
(“Zayan”) differs by one letter from that provided as the site
registrant (“Zayas”). We identified a Facebook profile for an
“Alfonso Zayan” (https:/www.facebook.com/alfonso.zayan)
that promoted The British Left material, American Progressive
Front material, and an article from the Manquehue Institute
(see section “Instituto Mangueuhue”). In this Facebook profile,
Alfonso Zayan claims to reside in Ashburn, Virginia.
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« |In addition to Zayas, the britishleft.com lists an “Elena
Kowalsky,” allegedly from Liverpool, UK, as an author. In the
“About the Author” section of the site, this name is spelled
two different ways: “Kowalsky” and “Kowalski.” We identified a
corresponding Twitter account, @kowalski_elena, that is linked
to a phone number with the +98 Iranian country code and
uses a profile picture appropriated from a photo collection on
the website weheartit.com. In addition to tweeting anti-Trump
content, the @kowalski_elena Twitter account has promoted
content from both rpfront.com and britishleft.com, as well as
mainstream media reporting from outlets such as thehill.com,
usatoday.com, and cnn.com.

¢ Material from britishleft.com has been promoted by various
Real Progressive Front-affiliated social media accounts, such
as the Twitter account @PBF_British1 and the Facebook page
British Progressive Front.

Our success be your nc
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204 1,206

Tweets Tweets & replies Media

elena.k

@kowalski_elena elena.k @kowalski_elena - 7h v
| #RudyGiu i #TruthlsTruth #impeachTrump #Muellerinvestigation

Feminist

Joined June 2018 TRUMP’S TIES TO RUSSIA

[d 103 Photos and videos

Frank Ocean

Followers Likes

1,058 279

Figure 19. Inauthentic britishleft[.]Jcom Twitter Persona @kowalski_elena.
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Critics Chronicle

“Critics Chronicle” (criticschronicle.com) describes itself as “an independent
news outlet located in Birmingham” (United Kingdom). The website's

content again appears to align with Iranian political interests. For example,
criticschronicle.com articles include those with anti-Saudi, anti-Israeli, and pro-
Palestinian themes, as well as material repurposed from the Iranian state-owned
media network Press TV. For example, one article alleges that Saudi Arabia is
“violating almost all of the humanitarian laws” in its involvement in the Yemen
conflict. The site also includes material plagiarized from Western media outlets,
such as an article from the UK newspaper The Independent reporting on an
increase in insults against Muslim women in the UK following comments made
by British politician Boris Johnson.
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Figure 20. Critics Chronicle main page.

E—'*G) Site Registration History

and Connections

» criticschronicle.com was initially
registered in 2013. On Oct. 8, 2017,
registrant information was changed
to the email address criticschronicle@
gmail.com, with the domain allegedly
registered by an individual named
Jack Avery located in Birmingham,
UK The Birmingham address
provided, appearing to be that of
a residential building, contained an
incorrect postal code.

e As of July 14, 2018, registrant

information for the criticschronicle.
com site was no longer available.



Critics Chronicle-Affiliated Social
Media Accounts and Personas

Critics Chronicle maintains accounts
on Twitter, Facebook, and Instagram
(Table 10). The site’s official

Twitter account, @CritChronicle,
lists Birmingham, England, as its
location, but it is linked to a phone
number with the +98 Iranian country
code. While the “Critics Chronicle”
Facebook page does not appear to
have posted public content since
January 2018, the other Critics
Chronicle social media accounts
remained active as of August 2018.
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Table 10. Critics Chronicle-Affiliated Social Media Accounts.

Platform Name URL

Twitter @CritChronicle https://twitter.com/CritChronicle

Facebook Critics Chronicle https://www.facebook.com/CriticsChronicle/
Facebook Critics Fighters https://www.facebook.com/LFighters/
Instagram Critics Chronicle https://www.instagram.com/criticschronicle/

Critics Chronicle-affiliated social media accounts have promoted material in line with
Iranian political interests through the promotion of criticschronicle.com articles and
other material, such as mainstream news articles, memes and cartoons, and general
commentary. For example, the accounts have promoted the celebration of Quds Day;
anti-Israel, pro-Palestine, and anti-Saudi material; and content pertaining to a conference
held in Tehran on countering extremism. They have also promoted posts by social media
accounts affiliated with Real Progressive Front, as well as by a Q4T-affiliated social media
account. Likewise, “Amanda Kor,” one of the personas affiliated with US Journal, has
promoted Critics Chronicle-affiliated social media content.
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Figure 21. Critics Chronicle-affiliated social media accounts.
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Instituto Manquehue

The Latin America-focused “Instituto
Manquehue,” or “Manqguehue Institute”
(institutomanqguehuel.]Jorg), describes
itself as “a genuinely independent
civic organization that pursues both
the development of strategic views on
main topics related to Latin American
countries aimed at the local people,
and projecting a faithful image of this
region to the world.” The website’s
mission statement further asserts

that “the voices of the peoples of
Latin America have often times been
hijacked by foreign influences of
West and East,” and that "Manquehue
Institute supports the free thoughts of
the people of the region.”

Instituto Manguehue material again
appears to coincide with Iranian
political stances and interests. For
example, articles on Latin America
have included pieces in support of
Venezuelan President Nicolds Maduro
and Bolivian President Evo Morales,

two countries that enjoy friendly
relations with Iran. Additional Instituto
Manquehue material has included
articles regarding accusations that
Israel is arming terrorists in Syria
against Iran, Iran’s fulfillment of its
obligations under the nuclear deal,
and IRGC Major General Qassem
Soleimani’s statements in response
to comments made by Donald Trump
regarding Iran. Instituto Manquehue
has also posted articles from the
I[ranian state-owned media network
Press TV.

institutomanquehuel.]Jorg includes
both Spanish- and English-language
sites, with the English-language site
located at en.institutomanquehuel.]
org. The Spanish-language site

lists 12 individuals as writers. While

RTINS N—

HOME INSTITUTO PAISES CONTENIDOS COLUMNISTAS PUBLICACIONES - EVENTOS

ANALISIS La agenda del secretario de Defensa de
Estados Unidos en...
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Lider terrorista 2 Rmsia:
Cartamos piernas de los que
pisen 1dlib

several of these appear to be genuine
individuals, we suspect that at least
two are fabricated personas that are
also responsible for the majority of
the content published on the site;

the “Mas Pourk” (English translation:
“More Pork”) persona and the

“mikle” persona. Neither persona

has corresponding biographical
information listed or stylized portrait
images consistent with those of

the other listed contributors. While
the English-language site has not
published new material since May
2017, the Spanish-language site and its
affiliated social media accounts have
remained active.

COLABORACION CONTACTO

ONU advierte de la siruacion precaria de
! los palestinos en..
& El Gobierno de Nicaragua asegura que el
golpismovaha.

& El Gobierno de Nicaragua asegura que el
golpismoya ha.

o
OMS alerta de grave estado de salud de los
AN vemenies

Aliaaza Turquia-Venezusls: Erdogan
desafia a EEUU en América Latina

=

Figure 22. Instituto Manquehue main page.



E—'*@ Site Registration History
and Connections

¢ The institutomanquehue.org domain
was registered on July 12, 2014, using
the email address institutomanquehue@
gmail.com. This email address was also
the registrant email for the Persian-
language site gahvare.com from August
2014 to August 2015, as mentioned
previously in the “Liberty Front Press”
section. gahvare.com promotes Shiite
Islam. The main page is titled “Followers
of Hazrat Ali Asghar” (s gwso gds oot ),
a reference to a Shiite religious figure
who died in the Battle of Karbala in 680
AD. gahvare.com currently redirects to
gahvare.com/domains.blog.ir and has
not been updated since 2016.

* The registrant email for gahvare.com
was changed to the email address
kavehkhaleghi@hotmail.com on Aug.
27, 2015. This email address was also
used as the registrant email for a
number of other sites. Among these,
as mentioned previously in the “Liberty
Front Press” section, was the website
yemenshia.com, which was registered
under the email address majazi.1932@
live.com between September and
October 2014, before being switched
to kavehkhaleghi@hotmail.com in late
October 2014. majazi.1932@live.com
was later used to register the Liberty
Front Press site in 2017.

« institutomanquehue.org, at the time
of its creation on July 12, 2014, used
the Iranian name servers damavand.
atenahost.ir and alvand.atenahost.
ir. These name servers were the
same as those used by yemenshia.
com in early September 2014. In
September and October 2014, the
name servers for yemenshia.com and
institutomanquehue.org were changed
to the more generic nsl.hostmk.biz and
ns2.hostmk.biz.

* As of May 25, 2018, registrant
information for institutomanquehue.org
was no longer available.

SPECIAL REPORT | SUSPECTED IRANIAN INFLUENCE OPERATION 31

NSTITUTO
IE ESTUDIOS

§

o L
Tweets  Tw A200

Wekame

i

Tuctter
eer & Commussty
T— B rromvices Ok TagFriens ) Creckin B -

insmanquehue IEENE -

VIDEOS PLAYLIST HANNEL A

Uploads PLaY &

%0 aniversario del nacimienic 50 e5 Estados Unidos Tus Dos mujeres Fueran

ENEjrcito sirio ataca s
posiciones de los terrorista

Civibes 5iries s¢ vengan a

del CHE empleados deberian estar interrogadas pot un polici patadas. de um miembro de

Figure 23. Sample social media accounts affiliated with Instituto Manquehue.
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Instituto Manquehue-Affiliated Social Media Accounts and Persona

Instituto Mangquehue maintains social media accounts on Twitter, Facebook, Instagram,
Google+, and YouTube (Table 11). While some of these have been inactive, others have
continued to post both original content and material from Instituto Manquehue.

The site’s official Twitter account, @InsManqguehue, was created on Sept. 24, 2014, and is
linked to a phone number with the +98 Iranian country code.

Instituto Manguehue material has been promoted by social media accounts associated
with other clusters of activity discussed earlier. For example, “Amanda Kor” and “Alfonso
Zayan,” personas detailed in the sections on US Journal and The British Left respectively,
both promoted Instituto Manquehue material on their Facebook pages. Real Progressive
Front-affiliated social media accounts have also promoted Instituto Manquehue articles.

In addition to material pertaining to Latin America, particularly that supportive of Maduro
and Morales, Instituto Manquehue-affiliated social media accounts have promoted
material directly supportive of Iran. For example, the Instituto Manquehue YouTube
channel includes a video promoting alleged Iranian attacks against ISIS positions in Syria,
as well as videos from the Iranian-operated Spanish-language news channel HispanTV
and the Iranian state-owned Arabic-language media channel Al-Alam News Network.

Table 11. Instituto Manquehue-affiliated social media accounts.

Platform Name URL

Twitter @InsManquehue https://twitter.com/InsManque

Twitter @attheantipodes https://twitter.com/attheantipodes

Facebook Instituto Manquehue https://www.facebook.com/insmanquehue/
Instagram INSTITUTO MANQUEHUE https://www.instagram.com/insmanquehue/
Instagram Instituto Manquehue https://www.instagram.com/institutomanquehue/

Google Plus
Google Plus

YouTube

Instituto Manquehue
Instituto Manquehue

Instituto Manquehue

https://plus.google.com/+InstitutomanquehueOrgEs
https://plus.google.com/+InstitutoManquehue
https://www.youtube.com/channel/UCt3DVSUUkyPC-7H302dtMDQ
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“Satellite” Social
Media Promoters

In addition to the social media accounts affiliated with, or closely tied to,

the various inauthentic news sites, we identified other Twitter and Facebook
accounts adopting the personas of North America- and U.K.-based individuals
that we assess with moderate confidence were created to promote the
inauthentic news sites and associated material (Table 12). Some of these
accounts not only promote material published by the inauthentic news sites,
but also post content more broadly supportive of Iranian interests, including
content from mainstream news sources, political memes, and cartoons. Beyotnd
the examples discussed below, we are currently investigating numerous other
accounts across various social media platforms that have adopted the personas
of individuals located in the Middle East targeting Arabic-language audiences,
as well as additional accounts targeting U.S. audiences.

Table 12. ““Satellilte” social media promoters.

Platform Name URL

Twitter @RealRozaSanchez https://twitter.com/RealRozaSanchez
Twitter @usresistancel https://twitter.com/usresistancel

Twitter @lili33150873 https://twitter.com/lili33150873

Facebook The Agitators https://www.facebook.com/TheAgitatorsO/

Facebook Margaret Lillian https://www.facebook.com/MargaretLillianO
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The Twitter accounts @RealRozaSanchez

and @usresistancel pose as left-leaning LS Reststarsce @ Csresiatancal My, &
Americans and share a strong overlap . o pbshmmel b sna

in tweet content. Both accounts were Remember Sa ”

created in April 2018 and are linked to Is Bin Salman

phone numbers with the +98 Iranian
country code. @RealRozaSanchez’s
profile picture has been appropriated
from an individual whose picture is
present on a website dedicated to
hairstyles, while @usresistancel’s picture
consists of a generic graphic calling

for the impeachment of Donald Trump.
An analysis of the accounts’ tweet
patterns indicates that they have been
comparatively inactive on Thursdays
and Fridays—days that correspond with
the lranian weekend; account activity
also appears to generally fall between
0400 UTC and 1300 UTC, a time period
that roughly corresponds to the Iranian
work day (Figure 25). The accounts have

‘ p @ Roza Sanchez Follow

You'r a great congressman

US Rep. Mike Tumer @
a deeply f

promoted content in line with Iranian
political interests, including messaging
posted by Q4T surrounding Quds Day,
and support for (and opposition to)
specific U.S. politicians based on those
individuals’ stances toward the U.S.-Iran
nuclear deal.

Figure 24. Sample tweets by @RealRozaSanchez and @usresistancel.
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Figure 25. Tweet activity distribution for @RealRozaSanchez (left) and @usresistancel (right)
(Source: tweets_analyzer by xOrz (GitHub link)).


https://github.com/x0rz/tweets_analyzer
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The Twitter account @lili33150873 was created at the end of hajj, stating that the “Saudi government uses the large amounts
June 2018, began tweeting in early July, and is linked to a phone of money to kill and displace people, as is the case currently in
number with the +98 Iranian country code—despite listing its Yemen,” accompanied by a cartoon of Saudi King Salman bin
location as Liverpool, England. Material promoted by the account Abdulaziz Al Saud. We subsequently observed the Twitter account
includes that supportive of the British Labour Party leader @NICOLAT67691218, which we identified earlier as one of the
Jeremy Corbyn, as well as anti-Trump, anti-Israel, and anti-Saudi “unaffiliated” accounts created to promote Liberty Front Press,
themes. One tweet from the account called for a boycott of the publish a nearly identical tweet one week later (Figure 26).

Kili @!i1i33150873 - Jul 31 w

It is time to “boycott the Hajj." as Saudi government uses the large amounts of
money to kill and displace people, as is the case currently in Yemen.

FromMasiidAlHaram

It
1

NICOLATURNER @NICOLATE7691218 - Aug 7 “
“ It is time to "boycott the #Haji.” as Saudi government uses the large amounts of
money to kill and displace people, as is the case currently in #Yemen.

#FromMasjidAlHaram

O | B

Figure 26. Near-identical tweets criticizing Saudi Arabia published by @lili33150873 and Liberty Front Press promoter @
NICOLAT67691218.
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“The Agitators” (https:/www.facebook.com/TheAgitatorsO/)

is a Facebook community page that appears to espouse left-
leaning U.S. political narratives. Originally created on April 22,
2017 under the name “Pray For America,” the page name was
subsequently changed to “The Agitators” on June 15, 2017. The
page’s profile picture incorporates a raised fist with word “Resist”
that is strikingly similar to the iconography used by a number

of the Real Progressive Front-Affiliated social media accounts.

The Agitators

Home

Fosts

ph Like =~y Follow M Share

Reviews

Videcs
# Write a post.__

Photos

About

Community

Info and Ads E Photo/Video

3 Tag Friends o Check in

Posts

The Agitators
August 4 at 11:01 AM - @

Happy Birthday Mr. Prezident. We mizs you

#ObamaDay #BarackObama #lmpes
Share/Comment/Like

Figure 27. “The Agitators” Facebook page.
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The page generally consists of anti-Trump material, in line with

a seeming American liberal persona, however, it has also posted
material such as a video on the Shiite religious holiday Arbaeen,
posts celebrating Quds Day, a video comparing Trump to Iranian
President Hassan Rouhani, and posts praising Jeremy Corbyn.
The page has also linked to US Journal content and has itself
been promoted on Facebook by the US Journal-linked personas
“Amanda Kor” and “Elizabeth Tacher”.
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The Facebook persona “Margaret Lillian” (https:/www.facebook.
com/MargaretLillian0) claims to be from, and to reside in,
Toronto, Ontario. The page’s cover photo is appropriated from

a Shutterstock photo used in a number of online news articles,
including a CBC article on human trafficking. The account
appears to have begun making public posts to other Facebook
pages on June 21, 2017, the first of which involved the promotion
of Liberty Front Press articles to various groups, including some

Margaret Lillian

Timeline About Friends Photos More ~
DO YOU KNOW MARGARET?
To see what she shares with friends, send her a friend request. X’ Add Friend
o Intro NO RECENT POSTS
Resading, Listening, walking and playing guitar To =& posts on Margaret's timeline. gsend her a friend request.
{a} Livesin Toronto, Ontsrio
©) From Toronto, Ontario
¥ l@l
() Single =/
Paosts from 2017
Photos
Margaret Lillian updated her cover photo s
March 4, 2017 - &

Figure 28. “Margaret Lillian” Facebook page.
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with left-leaning political themes; during subsequent months,
the account also began promoting content from US Journal. The
account’s “likes” include Liberty Front Press, Liberty Movement,
US Journal, Real Progressive Front, and The Agitators, along
with a number of anti-Trump and pro-Bernie Sanders Facebook
groups. The account’s “Friends” include the US Journal-linked
persona “Amanda Kor.” The account does not appear to have
made any publicly visible posts since March 2018.
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