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C:\Users\jeffsly\Desktop\3708Inffo\hash\rules>cd ..

hashcat (v5.1.0) starting...

penCL Platform #1: Intel(R) Corporation

Intel(R) UHD Graphics 620, 3251/6503 MB allocatable, 24MCU
Intel(R) Core(TM) i7-8656U CPU @ 1.90GHz, skipped.

Hashes: 18 digests; 18 unique digests, 18 unique salts
Bitmaps: 16 bits, 65536 entries, @x0000ffff mask, 262144 bytes, 5/13 rotates
Rules: 14

Applicable optimizers:
* Optimized-Kernel
* Zero-Byte

inimum password length supported by kernel: @
laximum password length supported by kernel: 15

latchdog
latchdog

Hardware monitoring interface not found on your system
Temperature abort trigger disabled.

INFO: Removed 7 hashes found in potfile.

Dictionary cache hit:

* Filename..: ..\rockyou.txt
* Passwords.: 14344384
* Bytes.....: 139921497
* Keyspace..: 200821376

elhats Heee THness el hedsoint [EmEe =

C:\Users\jeffsly\Desktop\3706Inffo\hash\rules>hashcat64 -m 500 --force -O hashlinux.txt ..\rockyou.txt -r rulesjeff.txt
‘hashcat6a' is not recognized as an internal or external command,
operable program or batch file.

C:\Users\jeffsly\Desktop\3700Inffo\hash>hashcat64 -m 500 --force -O hashlinux.txt ..\rockyou.txt -r rulesjeff.txt
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Started: Thu Feb 28 17:10:08 2019 ~
Stopped: Thu Feb 28 17:11:12 2019

C:\Users\jeffsly\Desktop\3700Inffo\hash>hashcat6s -m 1000 --force -0 hashwin.txt ..\rockyou.txt -r rulesjeff.txt
hashcat (v5.1.8) starting...

penCL Platform #1: Intel(R) Corporation

* Device #1: Intel(R) UHD Graphics 620, 3251/6503 MB allocatable, 24MCU
* Device #2: Intel(R) Core(TM) i7-8650U CPU @ 1.96GHz, skipped.

Hashes: 17 digests; 17 unique digests, 1 unique salts
Bitmaps: 16 bits, 65536 entries, @x0000ffff mask, 262144 bytes, 5/13 rotates
Rules: 14

Applicable optimizers:
* Optimized-Kernel
* Zero-Byte

* Precompute-Init

* Precompute-Merkle-Demgard

* Meet-In-The-Middle

* Early-Skip

* Not-Salted

* Not-Iterated

* Single-Salt

* Raw-Hash

inimum password length supported by kernel: @
aximum password length supported by kernel: 27

jatchdog: Hardware monitoring interface not found on your system
atchdog: Temperature abort trigger disabled.

INFO: Removed 14 hashes found in potfile.

Dictionary cache hit:
* Filename..: ..\rockyou.txt
* Passwords.: 14344384
* Bytes.. 139921497
* Keyspace..: 200821376

[s]tatus [plause [blypass [clheckpoint [quit
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Applications ¥ Places v Terminal v Thu19:26

. File Edit Vie:

mount-
shared-folders

Search Terminal Help

9eKWZ.FcPO:17830:0:99999:7

root@kali:~# more hashwin.txt

ariel:1015:NO PASSWORD*¥### ¥ ssss sasst s+ : B65OBABFOSO4FBBB3DBIAAACF2OF14F1: : 1
€allisto:1011:NO PASSWORD**H++*¥ssstkrisssr st :0742CCD45B3CTFI7E6A24998CAGBDEOA

europa: 1008: 54443EBF236958C85E57FC0295493699 : 9501B3D00BA4BC8382CEBCDBAAT3ABAL : : :
Firefox ESR\ymede : 1010: 877147F7D7CD2C3CAAD3B435B5 1404EE : FF8F38COAAFE3FF68F4BSFI7EF44FCSF
adowed.t  jo:1007:8C873B92FABES205417EAFSOCFAC29C3: 797A9DE4BBAB33DEI9757B61518C256F :

— leda:1009:5D567324BA3CCEF8D9243782006C7417 : 531175CF 1EA902821AE1222C1ACD2649: : :
Metis:1012:NO PASSWORD**+##*isssrsrtsriress:4015F807F0471F24F2808B82F25F4984
mimas : 1006 : 3562C4932A05E4DF5567991398D2E00E : 81C38183020AE4A0BAFBO008363D7BI6 :
0beron:1016:NO PASSWORD**## ¥ #attxsartsesat:9C51795067EADADF2F53A142B19E3FC3
rhea:1004: 1D0FF108FB745360AAD3B435B51404EE : CFCD184EFBE19EIOE21FAESBSE1OD1CY :
thebe:1013:NO PASSWORD****¥4##+ ¥+ sst**sss+*: A7964C61D6DBBBO341E7105A5F1B70E4
titan:1005: 14A256F4F58DAD24AAD3B435B51404EE : FA47505133A402F28C361FB31D305CES
titania:1018:NO PASSWORD**** kst atartsrssts: 6EB52DAEBC2939B26447A6539E3C453A: : :
t00easy:1019:NO PASSWORD** 444+ ¥4k *xssss**: 4803D59BOEI34D69D2048ECI582DBFC
triton:1014:NO PASSWORD*** ¥4+ kxsstkssssrs:2]4E9OB41E2752D80ACDI4E13FIEIBIL
umbriel:1017:NO PASSWORD***++¥xssttksssrss: B4ACBA891202F6ADB3B6AAGSEBSBEF!
way2easy:1020:NO PASSWORD*+#++¥*ssrrristsrs ter: BECEDBA2ECICSCTFI65255338BE4453C
root@kali:~# john hashwin.txt
Warning: detected hash type "NT*, but the string is also recognized as "NT-old"
Use the "--format=NT-old" option to force loading these as that type instead
Using default input encoding: UTF-8
Loaded 17 password hashes with no different salts (NT [MD4 256/256 AVX2 8x3])
Warning: no OpenMP support for this hash type, consider --fork=4
Proceeding with single, rules:Wordlist
Press 'q' or Ctrl-C to abort, almost any other key for status
thebe (thebe)
Almost done: Processing the remaining buffered candidate passwords, if any
Warning: Only 23 candidates buffered for the current salt, minimum 24
needed for performance.
Proceeding with wordlist:/usr/share/john/password.lst, rules:Wordlist
letmein (way2easy)
galileo (ganymede)
voyagerl (metis)
Proceeding with incremental:ASCIT
easyl (tooeasy)
supermoon (titania)
clash (titan)
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oot rere root@kalii-# john hashlinux.txt
Warning: detected hash type "mdScrypt®, but the string is also recognized as "aix-smds"
Use the "--format=aix-smd5" option to force loading these as that type instead
Using default input encoding: UTF-8
Loaded 18 password hashes with 18 different salts (mdScrypt, crypt(3) $1$ [MD5 256/256 AVX2 8|

Recyde Bin  VZW Utiity un
Application...

Styles.

x3])
[#] adowed.t will run 4 OpenMP threads
T oox Proceeding with single, rules:Wordlist
Chrome. Press 'q' or Ctrl-C to abort, almost any other key for status
easy (easy)
= Almost done: Processing the remaining buffered candidate passwords, if any
PC Warning: Only 75 candidates buffered for the current salt, minimum 96
e needed for performance.
o, /) warning: Only 35 candidates buffered for the current salt, minimum 96
PyCharm needed for performance.
- Warning: Only 38 candidates buffered for the current salt, minimum 96
2 needed for performance.
warning: Only 17 candidates buffered for the current salt, minimum 96
B needed for performance.
. Warning: Only 24 candidates buffered for the current salt, minimum 96
R RBL needed for performance.
Bres [5¢) Warning: Only 94 candidates buffered for the current salt, minimum 96
needed for performance.
warning: Only 13 candidates buffered for the current salt, minimum 96
warning: Only 93 candidates buffered for the current salt, minimum 96
NuSkin

needed for performance.

Warning: Only 52 candidates buffered for the current salt, minimum 96
needed for performance.

Warning: Only 51 candidates buffered for the current salt, minimum 96
needed for performance.

Further messages of this type will be suppressed.

To see less of these warnings in the future, enable ‘RelaxKPCWarningCheck'
in john.conf

Proceeding with wordlist:/usr/share/john/password.lst, rules:Wordlist

samba
(server) @)...

password (lesseasy2)
brain (scarecrow)
ruby (nessarose)

Proceeding with incremental:ASCII
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: 54058712 -> 43848295

Approaching final keyspace - workload adjusted.

Session. . hashcat
Status. : Exhausted
Hash.Type. NTLM
Hash.Target......: hashwin.txt

Time.Started. .
Time.Estimated

Thu Feb 28 16:52:33 2019 (12 secs)
Thu Feb 28 16:52:45 2019 (@ secs)

uess.Base File (..\rockyou.txt)
uess . Queue 1/1 (100.00%)
Speed.#1...... 1210.3 kH/s (8.25ms) @ Accel:32 Loops:1 Thr:256 Vec:4

Recovered. 14/17 (82.35%) Digests, 6/1 (0.00%) Salts

Progress. 14344384/14344384 (100.00%

Rejected. 6538/14344384 (0.05%)

Restore.Point....: 14344384/14344384 (100.00%)

Restore.Sub.#1...: Salt:@ Amplifier:0-1 Tteration:0-1

Candidates.#1....: $HEX[30323033313939313131313231393931] -> $HEX[042a03372a156616d6732103]

Started: Thu Feb 28 16:52:19 2019
Stopped: Thu Feb 28 16:52:47 2019

C:\Users\jeffsly\Desktop\37@0Inffo\hash>hashcat64 -m 1000 --force -O hashwin.txt ..\rockyou.txte v
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Stopped: Thu Feb 28 16:52:47 2019 ~

C:\Users\jeffsly\Desktop\3700Inffo\hash>hashcat64 -m 500 --force -O hashlinux.txt ..\rockyou.txt
hashcat (v5.1.8) starting...

penCL Platform #

Intel(R) Corporation

Intel(R) UHD Graphics 620, 3251/6503 MB allocatable, 24MCU
Intel(R) Core(TM) i7-8656U CPU @ 1.90GHz, skipped.

Hashes: 18 digests; 18 unique digests, 18 unique salts
Bitmaps: 16 bits, 65536 entries, @x0000ffff mask, 262144 bytes, 5/13 rotates
Rules: 1

Applicable optimizers:
* Optimized-Kernel
* Zero-Byte

inimum password length supported by kernel: @
laximum password length supported by kernel: 15

latchdog
latchdog

Hardware monitoring interface not found on your system
: Temperature abort trigger disabled.

Dictionary cache hit:
* Filename..: ..\rockyou.txt
* Passwords.: 14344384
* Bytes.. 139921497
* Keyspace..: 14344384

$1$yHSqL/F2$ulsujTeZZKA8pN1kbIXIrO: password
$1$sVdThKTa$I3TkrsPNIVVGFfsmpatas
$1$15u5q0fj$UzbhoXkHSgR1 /@IV51kbu:
$1$mGcg1RQS$hVgegSqtsn1vlCV3us252
$1$1Lxxc4/cs$zCU.CHV3a93L/yONrpfy21:easy

$1$ZIEFY/MR$aNelGtObg] 3TUgaseUOze. : roar

[s]tatus [plause [blypass [clheckpoint [qluit =>
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C:\Users\jeffsly\Desktop\3708Inffo\hash>hashcat64 -m 1080 --force -0 -a 6 hashwin.txt ..\rockyou.txt ?a N
hashcat (v5.1.8) starting...

penCL Platform #1: Intel(R) Corporation

* Device #1: Intel(R) UHD Graphics 620, 3251/6503 MB allocatable, 24MCU
* Device #2: Intel(R) Core(TM) i7-8650U CPU @ 1.96GHz, skipped.

Hashes: 17 digests; 17 unique digests, 1 unique salts
Bitmaps: 16 bits, 65536 entries, @x@000ffff mask, 262144 bytes, 5/13 rotates

Applicable optimizers:
* Optimized-Kernel
* Zero-Byte

* Precompute-Init

* Precompute-Merkle-Demgard

* Meet-In-The-Middle

* Early-Skip

* Not-Salted

* Not-Iterated

* Single-Salt

* Raw-Hash

inimum password length supported by kernel: @
aximum password length supported by kernel: 27

latchdog
latchdog

Hardware monitoring interface not found on your system
Temperature abort trigger disabled.

INFO: Removed 14 hashes found in potfile.

Dictionary cache hit:

* Filename..: ..\rockyou.txt
* Passwords 14344384

* Bytes.. : 139921497

* Keyspace 1362716480

[s]tatus [plause [blypass [clheckpoint [qluit => o v
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Rejected.
Restore.Point.
Restore.Sub.#1
Candidates.#1.

34668/20162412 (0.17%) ~
1107794/14344384 (7.72%)

Salt:9 Amplifier:0-1 Iteration:434-496

198622vanessa -> 02102536

Started: Thu Feb 28 16:58:06 2019
Stopped: Thu Feb 28 16:59:41 2019

C:\Users\jeffsly\Desktop\3708Inffo\hash>hashcat64 -m 500 --force -0 -a 6 hashlinux.txt ..\rockyou.txt ?a
hashcat (v5.1.8) starting...

penCL Platform #

Intel(R) Corporation

Intel(R) UHD Graphics 620, 3251/6503 MB allocatable, 24MCU
Intel(R) Core(TM) i7-8656U CPU @ 1.90GHz, skipped.

Hashes: 18 digests; 18 unique digests, 18 unique salts
Bitmaps: 16 bits, 65536 entries, @x0000ffff mask, 262144 bytes, 5/13 rotates

Applicable optimizers:
* Optimized-Kernel
* Zero-Byte

inimum password length supported by kernel: @
laximum password length supported by kernel: 15

latchdog
latchdog

Harduare monitoring interface not found on your system.
Temperature abort trigger disabled.

INFO: Removed 7 hashes found in potfile.

Dictionary cache hit:

* Filename..: ..\rockyou.txt
* Passwords 14344384

* Bytes.. : 139921497

N

Keyspace..: 1362716480

elhats Heee THness el hedsoint [EmEe = v





