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Nmap Scans

Null

Nmap –sN –p80 192.168.56.102

Flags set = None

Protocol = TCP

Source IP = 192.168.56.101

Dest IP = 192.168.56.102

Port 80

The header does not have any flags set, the response of the scan was open|filtered



Xmas

Nmap –sX –p80 192.168.56.102

Flags set FIN PSH URG

Protocol = TCP

Source IP = 192.168.56.101

Dest IP = 192.168.56.102

Port 80

Got no response back so that means the port is open.



ACK

Nmap –sA –p80 192.168.56.102

Flag set ACK

Protocol = TCP

Source IP = 192.168.56.101

Dest IP = 192.168.56.102

Port 80

Got back a reset which means the port is not filtered by a firewall



Version Scan

nmap –sV –version-intensity 2 192.168.56.102

Flags set FIN ACK

Protocol = TCP

Source IP = 192.168.56.101

Dest IP = 192.168.56.102

Ports Open = 21 22 23 25 53 80 111 139 445 512 513 514 1099 1524 2049 2121 3306 5432 5900 6000 

6667 8009 8180





Extra Scan 

SYN

Nmap –sS –p80 192.168.56.102
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